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LLa iHCTpyKUis onnucye HanawTyBaHHS eauHoro Bxoay (SSO) no VMware Cloud Director
Tenant Portal 4yepe3 OpenID Connect (OIDC) 3 BukopuctaHHsam Google Cloud sk Identity
Provider. MigTpuMy€eTbCA LLeHTpani3oBaHa aBTeHTUdiKauia Ta MFA 3 60ky Google.

D DDV VVD DPP??77?7

e AoMiHicTpaTmBHUN gocTtyn ao Google Cloud Console.

e AaMiHicTpaTtuBHun goctyn ao Cloud Director Tenant Portal.

e lomeH Cloud Director npogaHun o Authorized domains y Google Cloud.
e VMware Cloud Director 10.5+ (OIDC nigTpUMy€eTbCS HAaTUBHO).

D PPV PPV VVV?7?7

1) Google Cloud Console

1. NMepenpite y Google Cloud Console: https://console.cloud.google.com/

2. BiokpunTe meHio APIs & Services.

1. Y BepxHin naHesni BiAKPUNTE CNUCOK MPOEKTIB.
2. CTBOpPITb HOBUI MNPOEKT:

e Name: VMware Cloud Director

e HaTucHiTb Create.

3) OAuth Consent Screen

1. B meHtio 3niBa BigkpunTe OAuth consent screen.
2. User Type: Internal.
3. 3anoBHiITb 060B'AA3KOBI NONA:
e App name: VMware Cloud Director
e User support email: email agmiHicTpaTopa
e Authorized domains: nomeH Cloud Director (Hanpuknag eurocloud.datagroup.ua )
e Developer contact email: email agminicTpaTopa
4. 36epexiTb i NpoAOBXYyNTE.
5. JopanTe scopes:
e openid
e https://www.googleapis.com/auth/userinfo.email

e https://www.googleapis.com/auth/userinfo.profile


https://console.cloud.google.com/
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. 36epexiTb 3MiHN.

Mepenpite y Credentials.

Create Credentials -» OAuth client ID

Tun 3acTocyHKy: Web application

3anoBHiTb:
e Name: gomeH Cloud Director (Hanpuknapn eurocloud.datagroup.ua )
e Authorized JavaScript origins:

https://eurocloud.datagroup.ua

e Authorized redirect URIs:
https://eurocloud.datagroup.ua/login/oauth?service=tenant:testorg
A testorg — uUe Organization ID, a He Ha3Ba.

HaTucHiTe Create.
36epexiTb Client ID Ta Client Secret.

. YBingitb y Tenant Portal.

Mepenaitb:

Administration - Identity Providers - 0IDC

HaTucHiTe Configure.

BKaXiThb:

e Client ID: 3 Google Cloud

e Client Secret: 3 Google Cloud

o Configuration Discovery: Enabled

e Well-known configuration endpoint:

https://accounts.google.com/.well-known/openid-configuration

. |HWi NnapameTpn 3anuMwTe 33 3aMOBYYBaHHSAM.
. Subject claim: email
. YBiMKHiITb Automatic Key Refresh:

e Refresh interval: 1 hour
e Policy: Expire After
e Expiration: 24 hours

. 3bepexiTb KoHIrypauito.

Cloud Director He cTBOPIOE KOPUCTYBa4iB aBTOMAaTUYHO — iX NOTPIOHO iMMopTyBaTK.



1. MNMepengiTb:

Administration - Access Control - Users

HaTtucHiTb Import Users.

Source: OPENID

BkaxiTb email KopncTyBadiB (TOYHO Takuin camun, 9K y Google).
Mpu3HayTe posb (Hanpuknag Organization Administrator ).
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36epexiThb.

? 000700707077

Bunaoite 3 Tenant Portal.

Ha cTopiHui Bxoay ob6epiTb Login with OpenlD.
Bac mae nepeHanpasuTun Ha Google.

Micna MFA — aBTomaTnyHum BXig y Cloud Director.
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e MFA noBHicTI0 KOHTpotoeTbLCA Google, He Cloud Director.

e OouH OIDC-npoBangep MOXXHa BUKOPUCTOBYBATK A14 KiflbKOX org (3 pisHuMu redirect
URI).

e Redirect URI yyTnmeum oo org ID — nomunka TyT 4acTo aae 401/redirect mismatch.
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